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INDEPENDENT ASSURANCE REPORT 

To the management of Agence Nationale de Certification Electronique (“ANCE” or “TunTrust”): 

Scope 

We have been engaged, in a reasonable assurance engagement, to report on ANCE management’s 
assertion that in generating and protecting the asymmetric key pairs for its: 

1. TunTrust Root CA 
2. TunTrust Qualified CA 
3. TunTrust Services CA 

(collectively, “ANCE CAs”) during the period of 12 April 2019 to 19 April 2019 at Tunis, Tunisia, 
with the following identifying information (full identifying information enumerated in Attachment 
A): 

CA Name Subject Key Identifier 
1. TunTrust Root CA 06:9A:9B:1F:53:7D:F1:F5:A4:C8:D3:86:3E:A1:73:59:B4:F7:44:21 
2. TunTrust Qualified CA 28:6C:72:5F:B0:89:10:9C:8E:10:D6:30:96:9E:8F:FC:FB:9F:74:36 
3. TunTrust Services CA 9F:25:17:CE:6F:90:AB:61:2F:C1:47:A9:E0:2F:99:13:5D:FA:23:39 

 
ANCE has: 

• followed the CA key generation and protection requirements in its: 
o TunTrust PKI Certificate Policy / Certification Practice Statement, v01, 11 April 

2019 (“CP/CPS”) 
 

• included appropriate, detailed procedures and controls in its Key Generation Scripts: 
o Key Ceremony Preparation, 15 April 2019 
o Key Ceremony, 16-18 April 2019 
o Key Ceremony Finalisation, 19 April 2019 

 
• maintained effective controls to provide reasonable assurance that ANCE CAs were 

generated and protected in conformity with the procedures described in its CP/CPS and its 
Key Generation Scripts 
 

• performed, during the key generation process, the procedures required by the Key 
Generation Scripts 
 

• generated the CA keys in a physically secured environment as described in its CP/CPS 
 

• generated the CA keys using personnel in trusted roles under multiple person control and 
split knowledge 
 

• generated the CA keys within cryptographic modules meeting the applicable technical and 
business requirements as disclosed in its CP/CPS 

in accordance with CA Key Generation Criterion 4.1 of the WebTrust Principles and Criteria for 
Certification Authorities v2.1.  

Certification authority’s responsibilities  

ANCE’s management is responsible for its assertion, including the fairness of its presentation, and 
for generating and protecting its CA keys in accordance with CA Key Generation Criterion 4.1 of 
the WebTrust Principles and Criteria for Certification Authorities v2.1. 

Deloitte LLP 
Bay Adelaide Centre, East Tower 
8 Adelaide Street West 
Suite 200 
Toronto, ON M5H 0A9 
Canada 
 
Tel: +1 416 601 6150 
www.deloitte.ca 

http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
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Our independence and quality control 

We have complied with the independence and other ethical requirements of the Code of Ethics for 
Professional Accountants issued by the International Ethics Standards Board for Accountants, 
which is founded on fundamental principles of integrity, objectivity, professional competence and 
due care, confidentiality and professional behaviour. 

The firm applies International Standard on Quality Control 1, and accordingly maintains a 
comprehensive system of quality control including documented policies and procedures regarding 
compliance with ethical requirements, professional standards and applicable legal and regulatory 
requirements. 

Auditor’s responsibilities 

Our responsibility is to express an opinion on management’s assertion based on our procedures. 
We conducted our procedures in accordance with International Standard on Assurance 
Engagements 3000, Assurance Engagements Other than Audits or Reviews of Historical Financial 
Information, issued by the International Auditing and Assurance Standards Board. This standard 
requires that we plan and perform our procedures to obtain reasonable assurance about whether, 
in all material respects, management’s assertion is fairly stated, and, accordingly, included: 

(1) obtaining an understanding of ANCE’s documented plan of procedures to be performed for 
the generation of the certification authority key pairs for the ANCE CAs; 

(2) reviewing the detailed CA key generation scripts for conformance with industry standard 
practices; 

(3) testing and evaluating, during the CA key generation process, the effectiveness of controls 
over the integrity, confidentiality, and availability of all private keys, including back-up 
copies, and access keys (including physical keys, tokens, and passwords), used in the 
establishment of the service; 

(4) physical observation of all procedures performed during the CA key generation process to 
ensure that the procedures actually performed during the period of 12 April 2019 to 19 
April 2019 were in accordance with the Key Generation Scripts for the ANCE CAs; and 

(5) performing such other procedures as we considered necessary in the circumstances.  

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for 
our opinion. 

Opinion 

In our opinion, in all material respects, based on ANCE management’s assertion, ANCE has 
generated and protected the asymmetric key pairs for its: 

1. TunTrust Root CA 
2. TunTrust Qualified CA 
3. TunTrust Services CA 

in accordance with CA Key Generation Criterion 4.1 of the WebTrust Principles and Criteria for 
Certification Authorities v2.1. 

This report does not include any representation as to the quality of ANCE’s services beyond those 
covered by CA Key Generation Criterion 4.1 of the WebTrust Principles and Criteria for Certification 
Authorities v2.1, nor the suitability of any of ANCE’s services for any customer's intended purpose. 

 
 
 
 
Deloitte LLP 
Chartered Professional Accountants 
Toronto, Ontario, Canada 
26 April 2019   
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Attachment A 
 
CA Certificate for the TunTrust Root CA 

Certificate: 
    Data: 
        Version: 3 (0x2) 
        Serial Number: 
            27:b4:bd:1d:08:28:9f:6d:78:e2:ce:dc:ee:f2:5d:ca:3a:70:29:90 
    Signature Algorithm: sha256WithRSAEncryption 
        Issuer: C=TN, O=Agence Nationale de Certification Electronique, CN=TunTrust Root CA 
        Validity 
            Not Before: Apr 18 09:42:39 2019 GMT 
            Not After : Apr 18 09:42:39 2044 GMT 
        Subject: C=TN, O=Agence Nationale de Certification Electronique, CN=TunTrust Root CA 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
                Public-Key: (4096 bit) 
                Modulus: 
                    00:c3:cd:d3:fc:bd:04:53:dd:0c:20:3a:d5:88:2e: 
                    05:4b:41:f5:83:82:7e:f7:59:9f:9e:9e:63:e8:73: 
                    da:f6:06:a9:4f:1f:b4:f9:0b:1f:39:8c:9a:20:d0: 
                    7e:06:d4:ec:34:d9:86:bc:75:5b:87:88:f0:d2:d9: 
                    d4:a3:0a:b2:6c:1b:eb:49:2c:3e:ac:5d:d8:94:03: 
                    a0:ec:34:e5:30:c4:35:7d:fb:26:4d:1b:6e:30:54: 
                    d8:f5:80:45:9c:39:ad:9c:c9:25:04:4d:9a:90:3e: 
                    4e:40:6e:8a:6b:cd:29:67:c6:cc:2d:e0:74:e8:05: 
                    57:0a:48:50:fa:7a:43:da:7e:ec:5b:9a:0e:62:76: 
                    fe:ea:9d:1d:85:72:ec:11:bb:35:e8:1f:27:bf:c1: 
                    a1:c7:bb:48:16:dd:56:d7:cc:4e:a0:e1:b9:ac:db: 
                    d5:83:19:1a:85:d1:94:97:d7:ca:a3:65:0b:f3:38: 
                    f9:02:ae:dd:f6:67:cf:c9:3f:f5:8a:2c:47:1a:99: 
                    6f:05:0d:fd:d0:1d:82:31:fc:29:cc:00:58:97:91: 
                    4c:80:00:1c:33:85:96:2f:cb:41:c2:8b:10:84:c3: 
                    09:24:89:1f:b5:0f:d9:d9:77:47:18:92:94:60:5c: 
                    c7:99:03:3c:fe:f7:95:a7:7d:50:a1:80:c2:a9:83: 
                    ad:58:96:55:21:db:86:59:d4:af:c6:bc:dd:81:6e: 
                    07:db:60:62:fe:ec:10:6e:da:68:01:f4:83:1b:a9: 
                    3e:a2:5b:23:d7:64:c6:df:dc:a2:7d:d8:4b:ba:82: 
                    d2:51:f8:66:bf:06:46:e4:79:2a:26:36:79:8f:1f: 
                    4e:99:1d:b2:8f:0c:0e:1c:ff:c9:5d:c0:fd:90:10: 
                    a6:b1:37:f3:cd:3a:24:6e:b4:85:90:bf:80:b9:0c: 
                    8c:d5:9b:d6:c8:f1:56:3f:1a:80:89:7a:a9:e2:1b: 
                    32:51:2c:3e:f2:df:7b:f6:5d:7a:29:19:8e:e5:c8: 
                    bd:36:71:8b:5d:4c:c2:1d:3f:ad:58:a2:cf:3d:70: 
                    4d:a6:50:98:25:dc:23:f9:b8:58:41:08:71:bf:4f: 
                    b8:84:a0:8f:00:54:15:fc:91:6d:58:a7:96:3b:eb: 
                    4b:96:27:cd:6b:a2:a1:86:ac:0d:7c:54:e6:66:4c: 
                    66:5f:90:be:21:9a:02:46:2d:e4:83:c2:80:b9:cf: 
                    4b:3e:e8:7f:3c:01:ec:8f:5e:cd:7f:d2:28:42:01: 
                    95:8a:e2:97:3d:10:21:7d:f6:9d:1c:c5:34:a1:ec: 
                    2c:0e:0a:52:2c:12:55:70:24:3d:cb:c2:14:35:43: 
                    5d:27:4e:be:c0:bd:aa:7c:96:e7:fc:9e:61:ad:44: 
                    d3:00:97 
                Exponent: 65537 (0x10001) 
        X509v3 extensions: 
            X509v3 Subject Key Identifier: 
                06:9A:9B:1F:53:7D:F1:F5:A4:C8:D3:86:3E:A1:73:59:B4:F7:44:21 
            X509v3 Basic Constraints: critical 
                CA:TRUE 
            X509v3 Authority Key Identifier: 
                keyid:06:9A:9B:1F:53:7D:F1:F5:A4:C8:D3:86:3E:A1:73:59:B4:F7:44:21 
 
            X509v3 Key Usage: critical 
                Digital Signature, Certificate Sign, CRL Sign 
    Signature Algorithm: sha256WithRSAEncryption 
         71:37:f2:1b:60:b2:91:f0:2d:99:db:1b:07:4c:e2:d2:60:64: 
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         c5:14:93:9e:26:1f:da:bb:ec:83:38:a0:0d:18:46:74:c4:5d: 
         3e:61:ff:57:f6:97:59:37:91:35:59:8e:ac:1a:75:c8:68:89: 
         c6:c3:a6:e9:16:ce:17:de:cf:b4:1a:a2:dd:89:a7:61:84:d9: 
         eb:ad:16:dc:3f:d4:22:aa:b3:03:72:89:b4:86:1b:cf:fb:c4: 
         fb:1a:de:b2:6c:c7:83:c4:53:03:2e:83:f1:61:87:5f:c6:5a: 
         56:74:36:dc:29:20:1f:bf:c5:46:04:ce:e8:11:37:06:29:ae: 
         41:26:39:f1:a6:76:56:98:9c:67:53:f0:08:8c:07:61:47:95: 
         92:3d:1e:92:68:c5:ed:70:05:87:14:ad:93:c2:bd:c0:da:1e: 
         59:5f:be:bf:1e:f8:36:0b:6b:15:ef:7a:75:ac:4e:14:8a:d1: 
         2f:42:9f:33:61:96:ee:84:c3:9f:4a:df:55:01:56:cc:53:d4: 
         0d:3c:2c:2f:8c:1f:e2:2c:98:e8:fe:74:9d:cc:9c:bc:c6:3e: 
         3b:5e:fb:c8:af:1d:b7:04:67:8b:91:a9:30:cd:ba:1a:64:b3: 
         06:35:4d:90:22:30:bd:4d:dd:73:c2:3d:06:fd:7f:cd:53:31: 
         d5:6a:9e:94:c3:6d:a8:34:d7:ce:79:bd:23:09:39:57:0f:63: 
         a9:ed:79:7d:a5:95:12:5f:5c:40:10:a2:85:d2:a4:e0:81:6f: 
         51:6f:80:9c:22:37:cc:25:57:a5:09:9f:77:e7:56:6f:d4:99: 
         24:2a:44:fa:b0:79:ba:80:2d:9c:0b:e4:d2:dc:4b:d1:21:c7: 
         09:e1:ea:93:99:01:58:62:2d:b7:2f:40:72:81:9d:f4:3d:c9: 
         c1:44:1b:f7:92:22:93:9b:b6:30:17:86:33:86:fc:64:e2:5c: 
         99:3d:47:a5:9d:0a:e4:9e:5b:b3:c3:5a:32:02:f7:55:16:dd: 
         13:9d:fb:32:79:65:33:ce:cf:72:7b:72:70:1e:74:2d:61:8c: 
         7e:c0:ca:4e:99:78:5b:c5:ab:e6:cd:a7:99:2d:2e:e5:0f:c3: 
         b8:01:b7:21:cd:12:9d:c2:95:40:2c:b3:d7:58:7c:43:12:8f: 
         7f:e1:48:57:70:86:49:d8:5c:d7:ae:b3:34:3b:d0:11:71:62: 
         31:55:9d:d3:da:f5:70:1e:67:fa:29:35:f7:99:df:2e:ff:77: 
         c2:cd:4f:2a:f8:73:f6:36:59:35:21:e8:f1:53:37:86:76:7f: 
         c1:28:17:a8:b4:cc:23:d7:44:63:e5:fc:9f:ce:bc:d9:b2:c1: 
         80:28:48:12:17:55:ba:6c 
-----BEGIN CERTIFICATE----- 
MIIFszCCA5ugAwIBAgIUJ7S9HQgon2144s7c7vJdyjpwKZAwDQYJKoZIhvcNAQEL 
BQAwYTELMAkGA1UEBhMCVE4xNzA1BgNVBAoMLkFnZW5jZSBOYXRpb25hbGUgZGUg 
Q2VydGlmaWNhdGlvbiBFbGVjdHJvbmlxdWUxGTAXBgNVBAMMEFR1blRydXN0IFJv 
b3QgQ0EwHhcNMTkwNDE4MDk0MjM5WhcNNDQwNDE4MDk0MjM5WjBhMQswCQYDVQQG 
EwJUTjE3MDUGA1UECgwuQWdlbmNlIE5hdGlvbmFsZSBkZSBDZXJ0aWZpY2F0aW9u 
IEVsZWN0cm9uaXF1ZTEZMBcGA1UEAwwQVHVuVHJ1c3QgUm9vdCBDQTCCAiIwDQYJ 
KoZIhvcNAQEBBQADggIPADCCAgoCggIBAMPN0/y9BFPdDCA61YguBUtB9YOCfvdZ 
n56eY+hz2vYGqU8ftPkLHzmMmiDQfgbU7DTZhrx1W4eI8NLZ1KMKsmwb60ksPqxd 
2JQDoOw05TDENX37Jk0bbjBU2PWARZw5rZzJJQRNmpA+TkBuimvNKWfGzC3gdOgF 
VwpIUPp6Q9p+7FuaDmJ2/uqdHYVy7BG7NegfJ7/Boce7SBbdVtfMTqDhuazb1YMZ 
GoXRlJfXyqNlC/M4+QKu3fZnz8k/9YosRxqZbwUN/dAdgjH8KcwAWJeRTIAAHDOF 
li/LQcKLEITDCSSJH7UP2dl3RxiSlGBcx5kDPP73lad9UKGAwqmDrViWVSHbhlnU 
r8a83YFuB9tgYv7sEG7aaAH0gxupPqJbI9dkxt/con3YS7qC0lH4Zr8GRuR5KiY2 
eY8fTpkdso8MDhz/yV3A/ZAQprE38806JG60hZC/gLkMjNWb1sjxVj8agIl6qeIb 
MlEsPvLfe/ZdeikZjuXIvTZxi11Mwh0/rViizz1wTaZQmCXcI/m4WEEIcb9PuISg 
jwBUFfyRbVinljvrS5YnzWuioYasDXxU5mZMZl+QviGaAkYt5IPCgLnPSz7ofzwB 
7I9ezX/SKEIBlYrilz0QIX32nRzFNKHsLA4KUiwSVXAkPcvCFDVDXSdOvsC9qnyW 
5/yeYa1E0wCXAgMBAAGjYzBhMB0GA1UdDgQWBBQGmpsfU33x9aTI04Y+oXNZtPdE 
ITAPBgNVHRMBAf8EBTADAQH/MB8GA1UdIwQYMBaAFAaamx9TffH1pMjThj6hc1m0 
90QhMA4GA1UdDwEB/wQEAwIBhjANBgkqhkiG9w0BAQsFAAOCAgEAcTfyG2CykfAt 
mdsbB0zi0mBkxRSTniYf2rvsgzigDRhGdMRdPmH/V/aXWTeRNVmOrBp1yGiJxsOm 
6RbOF97PtBqi3YmnYYTZ660W3D/UIqqzA3KJtIYbz/vE+xresmzHg8RTAy6D8WGH 
X8ZaVnQ23CkgH7/FRgTO6BE3BimuQSY58aZ2VpicZ1PwCIwHYUeVkj0ekmjF7XAF 
hxStk8K9wNoeWV++vx74NgtrFe96daxOFIrRL0KfM2GW7oTDn0rfVQFWzFPUDTws 
L4wf4iyY6P50ncycvMY+O177yK8dtwRni5GpMM26GmSzBjVNkCIwvU3dc8I9Bv1/ 
zVMx1WqelMNtqDTXznm9Iwk5Vw9jqe15faWVEl9cQBCihdKk4IFvUW+AnCI3zCVX 
pQmfd+dWb9SZJCpE+rB5uoAtnAvk0txL0SHHCeHqk5kBWGItty9AcoGd9D3JwUQb 
95Iik5u2MBeGM4b8ZOJcmT1HpZ0K5J5bs8NaMgL3VRbdE537MnllM87PcntycB50 
LWGMfsDKTpl4W8Wr5s2nmS0u5Q/DuAG3Ic0SncKVQCyz11h8QxKPf+FIV3CGSdhc 
166zNDvQEXFiMVWd09r1cB5n+ik195nfLv93ws1PKvhz9jZZNSHo8VM3hnZ/wSgX 
qLTMI9dEY+X8n8682bLBgChIEhdVumw= 
-----END CERTIFICATE----- 
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CA Certificate for the TunTrust Qualified CA 

Certificate: 
    Data: 
        Version: 3 (0x2) 
        Serial Number: 
            51:22:20:0c:68:e4:cc:e4:bc:38:e5:cf:f0:eb:24:24:38:8a:ea:19 
    Signature Algorithm: sha256WithRSAEncryption 
        Issuer: C=TN, O=Agence Nationale de Certification Electronique, CN=TunTrust Root CA 
        Validity 
            Not Before: Apr 18 12:01:27 2019 GMT 
            Not After : Apr 18 12:01:27 2039 GMT 
        Subject: C=TN, O=Agence Nationale de Certification Electronique, CN=TunTrust Qualified CA 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
                Public-Key: (4096 bit) 
                Modulus: 
                    00:b8:02:1c:e1:bf:37:90:dd:a6:b1:7f:55:ec:e4: 
                    43:44:e7:32:a0:3c:0f:1d:f7:58:93:ac:4f:a0:0b: 
                    76:4d:5f:87:bc:b5:bc:bc:c7:71:31:17:4a:cb:ad: 
                    da:c9:67:ed:2b:9a:f0:67:07:b5:68:db:a4:4c:16: 
                    3a:30:69:0a:6c:71:5a:b9:eb:9e:2e:ef:c6:0c:92: 
                    69:7b:b2:42:98:02:ed:eb:b0:96:63:fb:54:a3:ea: 
                    72:16:6e:4d:7e:8c:08:09:5d:5c:05:77:3d:77:8b: 
                    7c:60:4c:ce:63:36:a4:13:d6:d9:5a:79:e2:0c:20: 
                    e9:d9:3a:df:f4:18:ad:cc:e8:73:62:99:6f:46:0e: 
                    57:b3:15:c2:89:0a:77:66:fd:a0:36:07:34:9e:12: 
                    e6:10:e1:68:a9:e4:0f:3f:5b:a5:00:b9:31:ea:23: 
                    79:f8:ad:4a:c7:cf:6e:91:99:76:de:33:ba:44:65: 
                    2b:2b:82:f7:fe:35:43:b5:d3:44:60:80:83:79:7e: 
                    47:09:8c:20:8a:a1:39:b5:9e:a4:b2:b1:af:80:68: 
                    2a:5e:1a:b1:6d:1e:02:95:63:aa:ef:a7:cf:cd:1b: 
                    8d:49:fe:bb:48:b7:a4:cd:2e:e5:ea:57:56:94:b6: 
                    12:92:e9:2f:a1:08:e3:9c:97:cb:8a:7f:31:d7:01: 
                    4f:50:24:10:5b:47:b2:de:53:cc:47:5a:db:5c:39: 
                    1c:98:b4:f6:83:f4:ce:9c:ee:a4:eb:a4:c4:dc:17: 
                    f4:ed:06:e4:56:63:f5:f1:34:72:aa:0b:62:be:17: 
                    e9:7c:99:43:e7:31:06:40:3e:b1:da:12:df:fd:de: 
                    83:a3:b3:5b:6a:ef:11:8b:f8:07:f7:38:f3:f1:2b: 
                    25:4e:74:cd:6b:15:0f:ad:7d:9d:36:75:03:3c:c6: 
                    96:bd:54:cf:e6:c2:0d:ca:22:29:70:83:a8:c4:13: 
                    87:e5:31:8d:46:a0:67:16:48:d5:85:12:7f:29:98: 
                    28:aa:2b:46:08:cb:68:ba:ef:1a:9f:a8:bc:42:0a: 
                    b7:57:b6:0d:16:fe:1f:74:70:b8:ef:9f:87:f4:fb: 
                    28:29:90:cd:47:50:15:21:1c:af:9c:aa:f6:d7:a2: 
                    be:91:33:1f:42:f3:0e:6e:db:22:04:a9:07:24:fe: 
                    32:de:42:cd:3c:8f:19:21:8a:9d:c0:24:26:bb:46: 
                    c8:b5:86:ef:df:e2:04:62:86:94:a7:c1:ac:86:8e: 
                    21:0e:7f:63:88:12:a7:30:08:25:2a:f4:c5:c7:3e: 
                    45:7c:2b:87:f2:72:e8:83:54:23:1e:64:8e:21:07: 
                    13:17:24:42:ad:8c:29:86:8e:f4:b0:b1:19:39:00: 
                    0d:e9:e3 
                Exponent: 65537 (0x10001) 
        X509v3 extensions: 
            Authority Information Access: 
                CA Issuers - URI:http://www.tuntrust.tn/pub/TnTrustRootCA.crt 
                OCSP - URI:http://va.tuntrust.tn 
 
            X509v3 Subject Key Identifier: 
                28:6C:72:5F:B0:89:10:9C:8E:10:D6:30:96:9E:8F:FC:FB:9F:74:36 
            X509v3 Basic Constraints: critical 
                CA:TRUE, pathlen:0 
            X509v3 Authority Key Identifier: 
                keyid:06:9A:9B:1F:53:7D:F1:F5:A4:C8:D3:86:3E:A1:73:59:B4:F7:44:21 
 
            X509v3 Certificate Policies: 
                Policy: 2.16.788.1.2.7.1.1.1 
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            X509v3 CRL Distribution Points: 
 
                Full Name: 
                  URI:http://crl.tuntrust.tn/tntrustrootca.crl 
 
            X509v3 Key Usage: critical 
                Digital Signature, Certificate Sign, CRL Sign 
            X509v3 Extended Key Usage: 
                TLS Web Client Authentication, E-mail Protection, Microsoft Smartcardlogin 
    Signature Algorithm: sha256WithRSAEncryption 
         b5:bd:3a:53:a0:1b:f9:78:e7:88:b4:c0:f5:ac:4e:e6:25:80: 
         b0:60:fc:35:31:92:b6:44:d8:63:03:3e:0b:4c:06:36:33:1d: 
         78:5e:bd:b6:be:cf:b9:75:b2:e0:4a:ba:e0:fc:58:ae:25:c6: 
         e4:79:1c:f5:f9:23:84:09:db:f5:82:84:f6:31:1c:66:d2:25: 
         7d:14:db:ce:ef:f3:80:41:89:a3:16:ac:21:74:91:09:e7:61: 
         21:0a:c4:5a:c3:4a:94:81:ae:52:94:df:40:2b:09:a0:df:fe: 
         7c:ac:63:38:58:61:66:6a:5d:a8:68:93:b5:4b:3d:58:96:f8: 
         06:bb:f0:4e:5d:53:d6:de:01:59:ac:af:2b:54:70:ab:39:a8: 
         7b:ea:85:21:37:db:b2:91:aa:24:1e:e0:fa:9e:de:8e:3a:10: 
         16:50:26:3b:81:e5:46:b0:cd:5b:53:06:25:1e:f8:04:d3:34: 
         6a:0c:4c:95:0e:1f:d0:09:a3:9f:46:0d:00:eb:86:0f:26:d9: 
         17:2a:74:2d:a5:4a:d4:09:fe:4a:d2:25:80:2b:9e:0b:51:2d: 
         86:12:cc:b7:8d:ae:10:28:5e:00:38:64:c8:53:a7:9c:44:33: 
         84:bd:65:53:eb:71:4a:4e:15:db:b4:fd:75:63:2b:a5:98:d3: 
         4f:56:ce:37:d7:12:3b:6e:c0:7f:b3:6a:7b:38:34:59:08:44: 
         61:e0:a2:d1:cf:d1:19:2c:f2:63:91:0f:72:d0:20:d2:88:b4: 
         22:63:a9:89:66:94:52:23:3e:aa:29:9e:ad:1a:56:c9:0c:73: 
         f4:52:3e:b2:79:51:21:d0:58:fd:34:d9:88:ef:87:a4:dd:58: 
         ad:0b:ab:97:b9:0e:a1:53:4f:21:02:1d:40:5c:39:03:39:9e: 
         13:c5:dd:c8:90:93:c0:41:a4:bb:bb:eb:61:7a:19:c6:32:b4: 
         c8:52:a1:36:0d:14:ce:88:9c:43:fa:c3:57:28:e9:a3:ab:52: 
         1b:ee:0c:8a:b8:9f:27:d9:9e:02:f7:c4:2f:99:bc:2d:7c:04: 
         d8:f5:6d:6a:d6:06:4f:ec:41:1e:ae:5c:71:d5:ac:9b:ae:c5: 
         86:5b:ed:f2:67:f6:07:92:e3:4c:11:c8:4a:95:a5:b6:9d:65: 
         fc:55:c6:20:ea:1a:1a:ee:fe:f3:48:84:b0:b5:4a:a4:88:fe: 
         6f:79:b1:c5:ed:4d:cb:12:4f:99:fa:77:50:f3:be:0b:00:28: 
         c4:7e:8b:a8:4d:ed:2f:65:8d:29:04:62:c4:be:6d:e1:0f:97: 
         03:f3:7e:5d:e7:39:bf:49:d0:75:f2:bf:ba:5a:ba:87:50:2a: 
         9b:1c:7a:5f:0d:c1:f0:9d 
-----BEGIN CERTIFICATE----- 
MIIGqjCCBJKgAwIBAgIUUSIgDGjkzOS8OOXP8OskJDiK6hkwDQYJKoZIhvcNAQEL 
BQAwYTELMAkGA1UEBhMCVE4xNzA1BgNVBAoMLkFnZW5jZSBOYXRpb25hbGUgZGUg 
Q2VydGlmaWNhdGlvbiBFbGVjdHJvbmlxdWUxGTAXBgNVBAMMEFR1blRydXN0IFJv 
b3QgQ0EwHhcNMTkwNDE4MTIwMTI3WhcNMzkwNDE4MTIwMTI3WjBmMQswCQYDVQQG 
EwJUTjE3MDUGA1UECgwuQWdlbmNlIE5hdGlvbmFsZSBkZSBDZXJ0aWZpY2F0aW9u 
IEVsZWN0cm9uaXF1ZTEeMBwGA1UEAwwVVHVuVHJ1c3QgUXVhbGlmaWVkIENBMIIC 
IjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAuAIc4b83kN2msX9V7ORDROcy 
oDwPHfdYk6xPoAt2TV+HvLW8vMdxMRdKy63ayWftK5rwZwe1aNukTBY6MGkKbHFa 
ueueLu/GDJJpe7JCmALt67CWY/tUo+pyFm5NfowICV1cBXc9d4t8YEzOYzakE9bZ 
WnniDCDp2Trf9BitzOhzYplvRg5XsxXCiQp3Zv2gNgc0nhLmEOFoqeQPP1ulALkx 
6iN5+K1Kx89ukZl23jO6RGUrK4L3/jVDtdNEYICDeX5HCYwgiqE5tZ6ksrGvgGgq 
XhqxbR4ClWOq76fPzRuNSf67SLekzS7l6ldWlLYSkukvoQjjnJfLin8x1wFPUCQQ 
W0ey3lPMR1rbXDkcmLT2g/TOnO6k66TE3Bf07QbkVmP18TRyqgtivhfpfJlD5zEG 
QD6x2hLf/d6Do7Nbau8Ri/gH9zjz8SslTnTNaxUPrX2dNnUDPMaWvVTP5sINyiIp 
cIOoxBOH5TGNRqBnFkjVhRJ/KZgoqitGCMtouu8an6i8Qgq3V7YNFv4fdHC475+H 
9PsoKZDNR1AVIRyvnKr216K+kTMfQvMObtsiBKkHJP4y3kLNPI8ZIYqdwCQmu0bI 
tYbv3+IEYoaUp8Gsho4hDn9jiBKnMAglKvTFxz5FfCuH8nLog1QjHmSOIQcTFyRC 
rYwpho70sLEZOQAN6eMCAwEAAaOCAVMwggFPMGsGCCsGAQUFBwEBBF8wXTA4Bggr 
BgEFBQcwAoYsaHR0cDovL3d3dy50dW50cnVzdC50bi9wdWIvVG5UcnVzdFJvb3RD 
QS5jcnQwIQYIKwYBBQUHMAGGFWh0dHA6Ly92YS50dW50cnVzdC50bjAdBgNVHQ4E 
FgQUKGxyX7CJEJyOENYwlp6P/PufdDYwEgYDVR0TAQH/BAgwBgEB/wIBADAfBgNV 
HSMEGDAWgBQGmpsfU33x9aTI04Y+oXNZtPdEITAWBgNVHSAEDzANMAsGCWCGFAEC 
BwEBATA5BgNVHR8EMjAwMC6gLKAqhihodHRwOi8vY3JsLnR1bnRydXN0LnRuL3Ru 
dHJ1c3Ryb290Y2EuY3JsMA4GA1UdDwEB/wQEAwIBhjApBgNVHSUEIjAgBggrBgEF 
BQcDAgYIKwYBBQUHAwQGCisGAQQBgjcUAgIwDQYJKoZIhvcNAQELBQADggIBALW9 
OlOgG/l454i0wPWsTuYlgLBg/DUxkrZE2GMDPgtMBjYzHXhevba+z7l1suBKuuD8 
WK4lxuR5HPX5I4QJ2/WChPYxHGbSJX0U287v84BBiaMWrCF0kQnnYSEKxFrDSpSB 
rlKU30ArCaDf/nysYzhYYWZqXahok7VLPViW+Aa78E5dU9beAVmsrytUcKs5qHvq 
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hSE327KRqiQe4Pqe3o46EBZQJjuB5UawzVtTBiUe+ATTNGoMTJUOH9AJo59GDQDr 
hg8m2RcqdC2lStQJ/krSJYArngtRLYYSzLeNrhAoXgA4ZMhTp5xEM4S9ZVPrcUpO 
Fdu0/XVjK6WY009WzjfXEjtuwH+zans4NFkIRGHgotHP0Rks8mORD3LQINKItCJj 
qYlmlFIjPqopnq0aVskMc/RSPrJ5USHQWP002Yjvh6TdWK0Lq5e5DqFTTyECHUBc 
OQM5nhPF3ciQk8BBpLu762F6GcYytMhSoTYNFM6InEP6w1co6aOrUhvuDIq4nyfZ 
ngL3xC+ZvC18BNj1bWrWBk/sQR6uXHHVrJuuxYZb7fJn9geS40wRyEqVpbadZfxV 
xiDqGhru/vNIhLC1SqSI/m95scXtTcsST5n6d1DzvgsAKMR+i6hN7S9ljSkEYsS+ 
beEPlwPzfl3nOb9J0HXyv7pauodQKpscel8NwfCd 
-----END CERTIFICATE----- 
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CA Certificate for the TunTrust Services CA 

Certificate: 
    Data: 
        Version: 3 (0x2) 
        Serial Number: 
            57:4e:bb:95:29:34:83:33:3d:74:29:90:c2:4a:4d:00:c4:96:81:e6 
    Signature Algorithm: sha256WithRSAEncryption 
        Issuer: C=TN, O=Agence Nationale de Certification Electronique, CN=TunTrust Root CA 
        Validity 
            Not Before: Apr 18 10:36:54 2019 GMT 
            Not After : Apr 18 10:36:54 2039 GMT 
        Subject: C=TN, O=Agence Nationale de Certification Electronique, CN=TunTrust Services CA 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
                Public-Key: (4096 bit) 
                Modulus: 
                    00:cc:43:3a:00:f6:8e:26:7b:16:97:43:ad:7b:ee: 
                    68:47:cb:82:75:bf:5e:70:75:84:8b:ab:c9:87:9c: 
                    5a:fc:32:a8:3f:7b:4d:56:e1:66:15:37:0d:56:73: 
                    f5:8b:69:e4:44:cf:77:50:7c:b9:47:db:2b:b2:65: 
                    54:db:53:17:34:3e:9f:b6:dc:15:11:68:4d:88:0f: 
                    08:36:ef:3c:ed:17:9b:52:3c:df:d5:63:22:29:25: 
                    e9:2d:c8:5a:ec:42:5b:c7:07:af:f7:96:32:68:33: 
                    82:69:a6:8f:00:ee:a1:ab:60:1c:36:e4:b4:cf:93: 
                    e1:b8:ad:ed:b7:fd:24:ba:bb:5e:88:f9:93:85:a5: 
                    87:63:b3:98:7c:7f:5c:4d:5a:47:0a:1c:fb:bc:4c: 
                    e3:0c:92:0a:69:c8:e7:72:11:c3:e8:36:4e:35:89: 
                    ee:81:1e:72:f4:bd:53:84:f5:a6:b6:e1:20:ca:0f: 
                    6c:8b:e2:b9:a7:de:5c:ff:19:b6:16:c0:5b:73:48: 
                    9a:26:7d:19:5f:23:2a:c2:2a:db:fa:2b:07:39:0b: 
                    24:28:96:0a:97:94:9e:79:ca:4f:31:b7:f4:e5:b6: 
                    77:56:00:5d:a7:42:05:81:ac:17:85:44:90:00:59: 
                    d2:b5:1f:76:69:ed:ef:66:79:94:f9:42:3c:33:68: 
                    50:22:38:a9:5b:e2:d9:18:cb:19:40:38:e1:b7:bc: 
                    16:0a:82:d2:0a:26:ee:23:31:33:f5:73:3c:df:44: 
                    76:07:eb:38:8b:65:b2:81:47:55:32:88:54:e5:91: 
                    8c:9f:73:0a:f4:68:9b:43:97:9e:84:2d:70:40:39: 
                    f6:29:a0:25:ad:a7:78:ba:01:64:e9:e9:3e:71:17: 
                    a4:ef:46:5f:a4:16:1c:be:74:c5:f2:29:77:44:24: 
                    96:1f:bc:35:f2:5c:a6:fc:d5:cf:ba:6d:7d:96:77: 
                    52:c5:8f:64:83:2c:40:e9:d8:2a:b8:89:e3:e2:38: 
                    d6:40:1b:d3:21:80:45:f0:0c:00:9f:95:d6:45:1e: 
                    52:10:3e:57:9a:f9:79:18:c5:80:ba:18:74:1d:da: 
                    08:5c:f1:41:0a:87:1d:cc:79:08:74:29:8a:cd:74: 
                    43:98:a6:16:05:46:7f:3d:f3:02:1a:1f:dc:56:61: 
                    e9:9c:b4:3a:e4:a7:d2:76:b4:17:47:39:9a:91:2c: 
                    73:3f:bf:b6:b0:b8:b2:5b:0e:f3:68:ed:59:e9:90: 
                    21:36:bc:fc:14:01:dd:05:0e:5f:93:e7:17:5d:5d: 
                    57:0b:71:b7:68:01:7f:59:77:00:c1:df:c9:fa:31: 
                    c3:fb:8b:0a:1f:4e:79:95:74:37:1f:b3:2d:75:59: 
                    e1:9a:45 
                Exponent: 65537 (0x10001) 
        X509v3 extensions: 
            X509v3 Name Constraints: critical 
                Permitted: 
                  DNS:tn 
                  DirName: C = TN 
                Excluded: 
                  IP:0.0.0.0/0.0.0.0 
                  IP:0:0:0:0:0:0:0:0/0:0:0:0:0:0:0:0 
 
            Authority Information Access: 
                CA Issuers - URI:http://www.tuntrust.tn/pub/TnTrustRootCA.crt 
                OCSP - URI:http://va.tuntrust.tn 
 
            X509v3 Subject Key Identifier: 
                9F:25:17:CE:6F:90:AB:61:2F:C1:47:A9:E0:2F:99:13:5D:FA:23:39 
            X509v3 Basic Constraints: critical 
                CA:TRUE, pathlen:0 
            X509v3 Authority Key Identifier: 
                keyid:06:9A:9B:1F:53:7D:F1:F5:A4:C8:D3:86:3E:A1:73:59:B4:F7:44:21 
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            X509v3 Certificate Policies: 
                Policy: 2.16.788.1.2.7.1.1.2 
 
            X509v3 CRL Distribution Points: 
 
                Full Name: 
                  URI:http://crl.tuntrust.tn/tntrustrootca.crl 
 
            X509v3 Key Usage: critical 
                Digital Signature, Certificate Sign, CRL Sign 
            X509v3 Extended Key Usage: 
                TLS Web Client Authentication, TLS Web Server Authentication 
    Signature Algorithm: sha256WithRSAEncryption 
         b5:24:ef:8f:51:44:a6:99:99:fd:76:58:c4:dc:d9:d3:c1:e5: 
         d5:d8:82:a5:a4:88:ea:d0:c3:ee:e0:93:cc:9f:ef:9e:e2:b1: 
         73:72:1c:20:ef:78:b9:40:7f:52:fb:48:90:b6:d2:c2:04:fe: 
         ad:e1:82:79:14:bb:fe:a1:13:f3:9f:30:eb:fb:72:c2:fc:7b: 
         b4:08:3c:b5:e8:4f:32:34:3e:c0:34:fb:d0:75:a2:65:4b:f5: 
         37:02:28:ad:70:bf:f0:42:ea:1d:32:5b:07:97:42:7b:b4:29: 
         61:de:1d:93:d3:6c:94:1d:6e:ce:f3:72:37:be:e9:0f:40:ee: 
         ad:13:db:4f:a8:88:5f:05:38:a2:59:fe:00:88:79:74:a1:1a: 
         d8:3a:bd:52:82:80:c4:25:26:bb:f2:b1:9c:e6:d6:97:39:f0: 
         f0:20:5f:c4:ec:fa:d7:f5:5a:e7:b1:47:7c:b8:31:c5:1f:bd: 
         6f:cf:d7:09:d6:76:27:3e:b2:c2:9c:0b:95:52:6a:0b:03:25: 
         05:d2:53:ca:5c:dc:32:34:61:31:32:67:b9:52:0d:16:9e:95: 
         10:49:93:dc:04:8e:17:0f:34:ad:e7:54:49:84:30:7e:4b:20: 
         f5:34:9d:a7:fd:b2:f9:75:06:15:22:6e:9a:32:3b:1f:e0:b4: 
         d5:9a:c3:27:06:08:80:d8:40:d7:b9:c1:86:90:5d:12:40:87: 
         03:19:36:e5:d9:85:ff:b2:1f:ee:a8:80:af:cc:27:10:c5:42: 
         17:3d:2e:5f:b8:d9:25:ee:0b:36:86:1d:9a:fb:69:4e:fe:18: 
         47:71:eb:7e:b5:01:36:ba:a8:7b:46:46:b8:43:fe:a5:8d:90: 
         fa:eb:7a:74:4f:c3:99:93:c5:a5:80:91:0b:66:ae:d6:0e:26: 
         0a:d9:0b:02:01:5c:f8:80:86:c7:80:97:0a:9e:23:12:09:01: 
         ee:0f:05:f3:34:f2:87:ee:43:a6:d6:21:7a:81:d3:a3:79:d5: 
         d5:7b:ec:1b:b5:be:22:83:0f:92:ff:90:97:3b:8d:e9:ec:b6: 
         b6:f0:05:ab:2d:cb:5d:a0:0f:28:d4:f2:b6:2f:58:e5:e7:df: 
         e7:6b:1a:44:d3:a1:f7:27:85:f3:9c:59:8c:76:13:5e:0d:8d: 
         b1:90:04:55:8f:34:0e:46:17:b7:77:04:dc:9b:22:d7:0b:33: 
         45:8d:ff:b7:29:be:11:4c:b9:ce:de:20:96:da:f9:5d:9a:bb: 
         b6:b7:40:ea:28:2b:54:51:1e:ac:5e:f8:91:72:77:8f:e7:1d: 
         7b:ea:97:51:1b:d6:8b:2a:b3:b9:71:52:18:d4:24:2e:1c:6a: 
         38:34:fb:80:10:11:28:a0 
-----BEGIN CERTIFICATE----- 
MIIG+DCCBOCgAwIBAgIUV067lSk0gzM9dCmQwkpNAMSWgeYwDQYJKoZIhvcNAQEL 
BQAwYTELMAkGA1UEBhMCVE4xNzA1BgNVBAoMLkFnZW5jZSBOYXRpb25hbGUgZGUg 
Q2VydGlmaWNhdGlvbiBFbGVjdHJvbmlxdWUxGTAXBgNVBAMMEFR1blRydXN0IFJv 
b3QgQ0EwHhcNMTkwNDE4MTAzNjU0WhcNMzkwNDE4MTAzNjU0WjBlMQswCQYDVQQG 
EwJUTjE3MDUGA1UECgwuQWdlbmNlIE5hdGlvbmFsZSBkZSBDZXJ0aWZpY2F0aW9u 
IEVsZWN0cm9uaXF1ZTEdMBsGA1UEAwwUVHVuVHJ1c3QgU2VydmljZXMgQ0EwggIi 
MA0GCSqGSIb3DQEBAQUAA4ICDwAwggIKAoICAQDMQzoA9o4mexaXQ6177mhHy4J1 
v15wdYSLq8mHnFr8Mqg/e01W4WYVNw1Wc/WLaeREz3dQfLlH2yuyZVTbUxc0Pp+2 
3BURaE2IDwg27zztF5tSPN/VYyIpJektyFrsQlvHB6/3ljJoM4Jppo8A7qGrYBw2 
5LTPk+G4re23/SS6u16I+ZOFpYdjs5h8f1xNWkcKHPu8TOMMkgppyOdyEcPoNk41 
ie6BHnL0vVOE9aa24SDKD2yL4rmn3lz/GbYWwFtzSJomfRlfIyrCKtv6Kwc5CyQo 
lgqXlJ55yk8xt/TltndWAF2nQgWBrBeFRJAAWdK1H3Zp7e9meZT5QjwzaFAiOKlb 
4tkYyxlAOOG3vBYKgtIKJu4jMTP1czzfRHYH6ziLZbKBR1UyiFTlkYyfcwr0aJtD 
l56ELXBAOfYpoCWtp3i6AWTp6T5xF6TvRl+kFhy+dMXyKXdEJJYfvDXyXKb81c+6 
bX2Wd1LFj2SDLEDp2Cq4iePiONZAG9MhgEXwDACfldZFHlIQPlea+XkYxYC6GHQd 
2ghc8UEKhx3MeQh0KYrNdEOYphYFRn898wIaH9xWYemctDrkp9J2tBdHOZqRLHM/ 
v7awuLJbDvNo7VnpkCE2vPwUAd0FDl+T5xddXVcLcbdoAX9ZdwDB38n6McP7iwof 
TnmVdDcfsy11WeGaRQIDAQABo4IBojCCAZ4wWQYDVR0eAQH/BE8wTaAZMASCAnRu 
MBGkDzANMQswCQYDVQQGEwJUTqEwMAqHCAAAAAAAAAAAMCKHIAAAAAAAAAAAAAAA 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAMGsGCCsGAQUFBwEBBF8wXTA4BggrBgEFBQcw 
AoYsaHR0cDovL3d3dy50dW50cnVzdC50bi9wdWIvVG5UcnVzdFJvb3RDQS5jcnQw 
IQYIKwYBBQUHMAGGFWh0dHA6Ly92YS50dW50cnVzdC50bjAdBgNVHQ4EFgQUnyUX 
zm+Qq2EvwUep4C+ZE136IzkwEgYDVR0TAQH/BAgwBgEB/wIBADAfBgNVHSMEGDAW 
gBQGmpsfU33x9aTI04Y+oXNZtPdEITAWBgNVHSAEDzANMAsGCWCGFAECBwEBAjA5 
BgNVHR8EMjAwMC6gLKAqhihodHRwOi8vY3JsLnR1bnRydXN0LnRuL3RudHJ1c3Ry 
b290Y2EuY3JsMA4GA1UdDwEB/wQEAwIBhjAdBgNVHSUEFjAUBggrBgEFBQcDAgYI 
KwYBBQUHAwEwDQYJKoZIhvcNAQELBQADggIBALUk749RRKaZmf12WMTc2dPB5dXY 
gqWkiOrQw+7gk8yf757isXNyHCDveLlAf1L7SJC20sIE/q3hgnkUu/6hE/OfMOv7 
csL8e7QIPLXoTzI0PsA0+9B1omVL9TcCKK1wv/BC6h0yWweXQnu0KWHeHZPTbJQd 
bs7zcje+6Q9A7q0T20+oiF8FOKJZ/gCIeXShGtg6vVKCgMQlJrvysZzm1pc58PAg 
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X8Ts+tf1WuexR3y4McUfvW/P1wnWdic+ssKcC5VSagsDJQXSU8pc3DI0YTEyZ7lS 
DRaelRBJk9wEjhcPNK3nVEmEMH5LIPU0naf9svl1BhUibpoyOx/gtNWawycGCIDY 
QNe5wYaQXRJAhwMZNuXZhf+yH+6ogK/MJxDFQhc9Ll+42SXuCzaGHZr7aU7+GEdx 
6361ATa6qHtGRrhD/qWNkPrrenRPw5mTxaWAkQtmrtYOJgrZCwIBXPiAhseAlwqe 
IxIJAe4PBfM08ofuQ6bWIXqB06N51dV77Bu1viKDD5L/kJc7jenstrbwBasty12g 
DyjU8rYvWOXn3+drGkTTofcnhfOcWYx2E14NjbGQBFWPNA5GF7d3BNybItcLM0WN 
/7cpvhFMuc7eIJba+V2au7a3QOooK1RRHqxe+JFyd4/nHXvql1Eb1osqs7lxUhjU 
JC4cajg0+4AQESig 
-----END CERTIFICATE----- 
 



 
 
 

11 
 

ANCE MANAGEMENT’S ASSERTION 

Agence Nationale de Certification Electronique (“ANCE” or “TunTrust”): has deployed a public key 
infrastructure. As part of this deployment, it was necessary to create certificate authorities known 
as: 

1. TunTrust Root CA 
2. TunTrust Qualified CA 
3. TunTrust Services CA 

(collectively, “ANCE CAs”). In order to allow the CAs to be installed in a final and useable 
configuration, a Key Generation Ceremony was conducted, the purpose of which was to formally 
witness and document the creation of each CA’s private signing key. This helps assure the non-
refutability of the integrity of the ANCE CAs’ key pairs, and in particular, the private signing keys. 

ANCE management has securely generated key pairs, each consisting of a public and private key, 
in support of its CA operations. The key pairs were generated in accordance with procedures 
described in ANCE’s Certificate Policy/Certification Practice Statement (CP/CPS), and its Key 
Generation Scripts, which are in accordance with CA Key Generation Criterion 4.1 of the WebTrust 
Principles and Criteria for Certification Authorities v2.1. 

ANCE management established and maintained effective controls over the generation of these 
keys. These controls were designed to provide reasonable assurance of adherence to the above-
mentioned practices throughout the root key generation process. 

ANCE management is responsible for establishing and maintaining procedures over its CA root key 
generations, and over the integrity and confidentiality of all private keys and access keys 
(including physical keys, tokens, and passwords) used in the establishment of the ANCE CAs, and 
for the CA environmental controls relevant to the generation and protection of its CA keys. 

ANCE management has assessed the procedures and controls for the generation of the CA keys. 
Based on that assessment, in management’s opinion, in generation and protecting its CA keys for 
the ANCE CAs during the period of 12 April 2019 to 19 April 2019 at Tunis, Tunisia, with the 
following identifying information: 

CA Name Subject Key Identifier 
1. TunTrust Root CA 06:9A:9B:1F:53:7D:F1:F5:A4:C8:D3:86:3E:A1:73:59:B4:F7:44:21 
2. TunTrust Qualified CA 28:6C:72:5F:B0:89:10:9C:8E:10:D6:30:96:9E:8F:FC:FB:9F:74:36 
3. TunTrust Services CA 9F:25:17:CE:6F:90:AB:61:2F:C1:47:A9:E0:2F:99:13:5D:FA:23:39 

 
ANCE has: 

• followed the CA key generation and protection requirements in its: 
o TunTrust PKI Certificate Policy / Certification Practice Statement, v01, 11 April 

2019 (“CP/CPS”) 
 

• included appropriate, detailed procedures and controls in its Key Generation Scripts: 
o Key Ceremony Preparation, 15 April 2019 
o Key Ceremony, 16-18 April 2019 
o Key Ceremony Finalisation, 19 April 2019 

 
• maintained effective controls to provide reasonable assurance that ANCE CAs were 

generated and protected in conformity with the procedures described in its CP/CPS and its 
Key Generation Scripts 
 

• performed, during the key generation process, the procedures required by the Key 
Generation Scripts 
 

• generated the CA keys in a physically secured environment as described in its CP/CPS 
 

http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
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• generated the CA keys using personnel in trusted roles under multiple person control and 
split knowledge 
 

• generated the CA keys within cryptographic modules meeting the applicable technical and 
business requirements as disclosed in its CP/CPS 

in accordance with CA Key Generation Criterion 4.1 of the WebTrust Principles and Criteria for 
Certification Authorities v2.1.  

 
 
 
 
Syrine Tlili 
Agence Nationale de Certification Electronique 
26 April 2019 

 

http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
http://www.webtrust.org/principles-and-criteria/docs/item85228.pdf
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